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Conclusions of the meeting 

 

First session: 

Directive 2013/40/EU on attacks against information systems and 

Directive 2014/41/EU on the European Investigation Order (EIO) 

 

The European Commission has established a comprehensive legal framework 

that can be applied in the fight against cross border crimes affecting information 

networks. The Directive 2013/40/EU on attacks against information systems 

establishes minimum rules concerning the definition of criminal offences and the 

relevant sanctions and aims at improving the cooperation between competent 

authorities. The Directive 2014/41/EU on the European Investigation Order 

(EIO) replaces the fragmented EU legislation relating to the collection and 

transfer of evidence between the Member States.  

 

The network meeting concludes: 

Information systems are a key element in modern society. Society is highly and 

increasingly dependent on such systems. Cybercrime is of a borderless nature 

and there is increasing concern about the potential for terrorist motivated 

attacks against information systems. Improved cooperation between the 

competent law enforcement bodies and judicial authorities across the Union is 

essential in an effective fight against cybercrime. There have been several 

initiatives on an operational level. Eurojust has established a Task force on 

cybercrime and supports the establishment of a European judicial cybercrime 



 

 

 

network. One of the challenges is the cooperation with the private sector. It is a 

key priority of the European Commission to strengthen the tools that are needed 

to fight cross-bordered crime. The Directive 2014/41/EU on the European 

Investigative Order will facilitate and accelerate the gathering and the transfer of 

electronic evidence in the EU, making cross-border investigations more efficient. 

It is based on the principle of mutual recognition. The EIO is a decision of a 

judicial authority in a Member State to have specific investigative measures 

carried out in the executing State with a view to obtaining evidence to be used 

in criminal proceedings. The Directive provides rules on a broad range of 

investigative measures, including the transmission of non-content data. There 

are limited grounds for refusing recognition or execution. Computer related 

crimes are included in the list of offences for which dual criminality is not 

needed. The formalities are simplified and standardised, which is important to 

address some practical problems and which can contribute to harmonisation. 

The Directive also provides for mandatory deadlines, which are much shorter 

than under the current legal framework. A provisional measure for very urgent 

situations can be particularly useful when it comes to e-evidence. There will be a 

need for early coordination and involvement of judicial authorities.   

 

The Directive 2013/40/EU on attacks against information systems aims mainly 

at preventing cyber-attacks and includes provisions that are necessary to help 

the fight against large scale attacks on information systems. The Directive 

provides for criminal penalties in respect of attacks against information systems 

at least for cases which are not minor. It reinforces the tools to fight cybercrime. 

Moreover, the Directive improves cross-border cooperation between the judiciary 

and the police of the Member States, by strengthening the existing network of 

contact points with an obligation to treat urgent requests within 8 hours. Finally, 

the Directive provides for the obligation to collect statistical data on cyber-

attacks and for Member States to have reporting channels in place for reporting 

of the offences to competent authorities. 

 

Both Directives offer Member States the basis to establish the legal tools for 

judicial cooperation, which is essential for an effective fight against crimes 

affecting information networks and crimes related to the internet.  

  



 

 

 

Second session: 

Legal problems in the investigation of crimes using the internet 

(Jurisdiction, Cooperation in cybercrime investigations Practical 

challenges) 

 

That cybercrime and technology-facilitated forms of traditional crimes present a 

formidable challenge to institutions and organizations responsible for criminal law 

enforcement is an understatement. Not only has internet-related crime increased 

significantly, both in quantity and in its impact on our societies; various legal, 

technological and organizational factors make it increasingly difficult for law 

enforcement agencies to keep up with this harmful development. 

 

The network meeting concludes: 

Internet-related crime is almost by definition international. Not only because 

victims and offenders are often located in different countries, but also because 

the infrastructure that is used to transmit and store any electronic data related to 

the crime, such as e-mails, pictures documents, or text messages, is as a rule 

spread over various countries, both in Europe and on other continents. 

 

When the question arises whether a country has criminal jurisdiction over a 

crime, the guiding principle is that territorial jurisdiction is the rule and 

extraterritorial jurisdiction the exception. But when the territorial jurisdiction is 

determined by the question whether an element of the crime (either the 

prohibited conduct or its effect) occurs on the territory of state, that means that 

the territorial jurisdiction over internet crimes is extended to a considerable 

degree. The consequence is that (potential) jurisdictional conflict between states 

may arise. In many cases there might even be de facto universal jurisdiction. 

That is not only confusing from the point of view of national law enforcement 

agencies, but also for the citizen who is forced to take into account not only his 

own legal sphere, but that of many other  –possibly contradictory – legal 

standards. 



 

 

 

 

 

To avoid this jurisdictional dilemma states should interpret the territorial principle 

in such a way that they only claim jurisdiction over an internet crime when its 

effect has a relevant link to their own legal order or when prohibited conduct in 

another state is purposefully directed at the residents of the state in question. 

 

Furthermore it may be considered that states make additional efforts in 

harmonizing criminal offences so that it is clear in what specific cases universal 

jurisdiction is called for. 

 

In many cases the challenge for a state is not whether it has criminal jurisdiction 

over an internet crime, but whether it will be able to secure relevant electronic 

evidence in order to be able to bring an offender to justice. In that respect the 

increased importance of cloud computing has caused key problems that may 

mean that governments are insufficiently able to protect victims and to 

guarantee the rule of law in cyberspace. 

 

Because cloud computing entails that data is moved across and stored on servers 

in multiple jurisdictions, often simultaneously, the law enforcement agencies that 

need to obtain that data are confronted with the question where the data is, 

what specific legal regime applies to the data and the way they are stored and 

what procedures for mutual legal assistance are available.  

 

The network deems that the recommendability should be considered of steps 

being taken to give law enforcement agencies – with sufficient safeguards –

transborder access to electronic data relevant to a criminal investigation in an 

emergency situation in a situation in which it is still unclear what the location of 

the data is from a legal and/or jurisdictional point of view.  

  



 

 

 

 

Experience has shown that often the required data is no longer available. In that 

respect the network wants to observe that as a consequence of the ECJ’s 

decision to declare the EU Data Retention Directive invalid, several investigations 

against serious crime and/or organized crime groups have been severely 

hindered because electronic data, that could have served as lead or as evidence, 

had not been retained any longer. 

 

Because subscriber-data is often the most sought after data and because the 

network deems subscriber information less privacy-sensitive than traffic data or 

content data, the question could be posed whether a lighter regime for 

requesting subscriber-information, for instance by allowing direct transborder co-

operation between service providers and law enforcement agencies, should be 

considered in those member states where such a regime does not yet exist.  

 

The network finds that the quality and the intensity of mutual legal assistance 

has improved considerably through the years, through treaties, other legal 

instruments, adoption of best practices and increased international cooperation. 

However, there is still room for improvement especially where the speed of the 

mutual legal assistance is concerned. The network recommends streamlining the 

process by making available more model requests, standard translations and a 

common taxonomy of cybercrime terminology. 

 

Cybercrime is increasingly becoming more sophisticated and cyber- and other 

criminals are getting better at hiding their identity and activities for instance 

through encryption and alternative payment services. This development requires 

an extra investment in the expertise and resources of law enforcement, both on 

the level of cybercrime specialists and, because nowadays most criminal 

investigations involve technical devices, also of ordinary police officers. 

 

  



 

 

 

Third session:  

Investigation of crimes using the internet, human rights and 

fundamental freedoms  

 

Access to the internet is or may become a fundamental right in its own right, as 

for many people, daily life depends on it, especially as regards information and 

social contact.  

 

The main concern as regards the internet in respect of human rights is personal 

data protection. Data protection is highly developed in the EU. It finds strong 

support in the case law of both the ECtHR and the CJEU.  

 

Under Article 8 ECHR, every interference with private life and correspondence 

requires a legal remedy; hence every method of (secret) surveillance using the 

internet, requires the creation of an effective remedy. The ECtHR held, in S. and 

Marper v UK (2008) that the mere storage of personal data is already an 

interference with private life, irrespective of the subsequent use of these data. It 

held that blanket and indiscriminate storage without time limit and with only 

limited possibilities for acquitted persons to object, to be disproportionate. 

 

The ECtHR further held that States not only have a negative obligation to abstain 

from interference, but also a positive obligation to protect against interference by 

others, such as defamation, stalking and discrimination (K.U. v Finland; 2008). 

 

The more unlimited, vague or discretionary the law is as regards (possibilities) of 

secret surveillance, the lower the threshold is to be considered a ‘victim’ of an 

interference in private life by the authorities (Zacharov v Russia; 2015). The 

more clear, detailed, precise and proportionate the law is, the less reason the 

ECtHR sees to act. 



 

 

 

The use of evidence obtained in violation of Article 8 ECHR does not necessarily 

render a criminal trial unfair within the meaning of art. 6 ECHR. 

 

The internet has changed both substantive criminal law and criminal procedure. 

A choice must be made between specific regulation of cybercrime – both 

substantively and as regards criminal procedure – or analogous and expanding 

application of existing ‘classic’ substantive and procedural criminal law also to 

cybercrime; preferably, the same choice should be made EU-wide. 

 

Both freedom and openness of the internet and the fight against cybercrime in 

accordance with fundamental rights require international cooperation, as well as 

cooperation between the private sector and the public sector. The internet poses 

at least three challenges for prosecutors: the massiveness of the data, unclear 

jurisdiction and anonymity. 

 

Eurojust could take stock of best practices in criminal investigations using the 

internet and disseminate a handbook or soft law. 

 

We need an international discussion on the use of cyber evidence. 


